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                                            Why US Will Lose a Cyber War                    

                    US defence planners are stuck with western thinking over cyberspace. They could learn something from East Asia.
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		There’s not another nation in the world that can wage kinetic warfare as effectively as the United States, and that’s probably at the heart of the reason why the United States will lose a war fought in cyberspace.

It’s not because we don't have skilled cyber warriors, because we do. It's because present leadership in the Defence Department is trying to fit the round peg of cyberspace into the square hole of meat space. A perfect example of this mindset is found in the Spring 2011 edition of Strategic Studies Quarterly ‘Rise of a Cybered Westphalian Age’ wherein the authors write:

‘First, the technology of cyberspace is manmade. It is not, as described by the early “cyber prophets” of the 1990s, an entirely new environment which operates outside human control, like tides or gravity. Rather, as its base, the grid is a vast complex system of machines, software code and services, cables, accepted protocols for compatibility, graphical pictures for human eyes, input/output connections, and electrical supports. It operates precisely across narrow electronic bands but with such an amalgamation of redundancies, substitutions, workarounds, and quick go-to fixes that disruptions can be handled relatively well as long as everyone wants the system to work as planned.’

In the earliest days of the Internet, otherwise known as Web 1.0 (the Read-only Web), the above was certainly true. As we moved to Web 2.0 (the Read-Write Web), it became less true. The more integrated our physical and virtual lives become (Web 3.0), the farther away from that definition we land. The fact that the authors of the paper still believe that cyberspace is nothing more than a manmade piece of hardware says volumes about how the domain is misunderstood at the highest levels of the Defence Department, which is obvious with the miscategorization of cyberspace as a 5th domain:

‘Though the networks and systems that make up cyberspace are man-made, often privately owned, and primarily civilian in use, treating cyberspace as a domain is a critical organizing concept for DoD’s (the Department of Defence) national security missions. This allows DoD to organize, train, and equip for cyberspace as we do in air, land, maritime, and space to support national security interests.’

I've touched upon the concept of n-dimensional conflict here, and I'm writing a chapter on it for the 2nd edition of Inside Cyber Warfare. In the course of my research, I've come across the work of theoretical physicist Basarab Nicolescu who argues that cyber-space-time (a more accurate name than ‘cyberspace’) is both artificial and natural at the same time:

‘The information that circulates in CST is every bit as material as a chair, a car, or a quantum particle. Electromagnetic waves are just as material as the earth from which the calculi were made: it is simply that their degrees of materiality are different. In modern physics matter is associated with the complex relationship: substance-energy-information-space-time. The semantic shift from material to immaterial is not merely naive, for it can lead to dangerous fantasies.’

One of Nicolescu’s influences was Nobel laureate Wolfgang Pauli and Pauli, in turn, was fascinated by Carl Jung's theory of Synchronicity. In fact, Pauli and Jung spent a great deal of time together because Pauli believed that there was a relationship between Jung's acausal connecting principle and quantum physics; specifically a conundrum known as ‘quantum indeterminacy.’ Even though Pauli's lifetime preceded the Internet age, he wrote extensively about a unifying connecting principle that bridged mind and matter. Nicolescu references Pauli's work and calls that connecting principle cyber-space-time.

In a kind of ironic twist, Carl Jung’s theory of synchronicity has its genesis in his fascination with an ancient Chinese oracle called The Book of Changes or Yijing. It’s a divinatory oracle that dates back to the Qin dynasty and teaches that the universe is composed of parts that are interconnected. The yarrow stalks used in the Yijing symbolize those parts, while the casting of them symbolizes the mystery of how the universe works (Pauli's quantum indeterminacy). Chinese emperors and generals have used this oracle since approximately 300 BC, and it may still provide a glimmer of insight into the mysterious nature of this new age of cyber-space-time and how cyber battles may be fought and won.

Unfortunately for Western nations, synchronicity has its origins in the East. Western nations have a tradition in causality, not synchronicity. And the US Defense Department is deeply grounded in traditional western thinking and practicality. The decision to call cyberspace a domain was based on organizational necessity. That’s how the Defence Department is set up. It’s how budgets are created and funds distributed. It’s how contracts get assigned. Simply put, it’s how things get done at the Pentagon. This is why the United States will lose a war fought in cyberspace. A strategic doctrine built upon a flawed vision can’t yield a victory against an adversary whose knowledge of the battle space is superior to our own.

This is an edited version of an entry that also appears on Carr's blog. Carr is also the author of 'Inside Cyber Warfare: Mapping the Cyber Underworld' (O'Reilly Media, 2009).
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